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Abstract

Modern medical devices integrate hardware and software, thereby
expanding the attack surface and creating patient safety risks. Reg-
ulators set cybersecurity expectations, and international standards
guide implementation. However, outcome-based, method-agnostic
policies give manufacturers wide latitude, producing variability, am-
biguity, and fragmented, non-reproducible practices in training and
education. We address this gap with a reproducible, open-source
reference platform that operationalizes security-by-design in align-
ment with current regulatory expectations and standards. We also
report an initial pilot course using the platform as a foundation for
consistent medical-device cybersecurity curricula.
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1 Introduction

Modern medical devices are complex systems that integrate multi-
ple layers, including analog sensors, embedded processors, firmware,
operating systems, drivers, mobile and desktop applications, and
cloud services. Recognizing this complexity and the broad attack
surface it creates, the U.S. Food and Drug Administration’s (FDA)
2025 Premarket Cybersecurity Guidance [3] emphasizes the need
for a secure product development framework, or security through-
out the medical device lifecycle. Indeed, this guidance was partly
motivated by device recalls linked to inadequate cybersecurity de-
sign, including the 2019 Medtronic insulin pump recall in which a
hacker could remotely change a pump’s settings, potentially result-
ing in an insulin overdose [5].

The same complexity that drives innovation also overwhelms in-
struction. Students encounter fragmented treatments of embedded
systems, networking, cloud computing, machine learning, artifi-
cial intelligence, and computer security, often taught in isolation
and assessed with paper exercises, case discussions, or narrow
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lab assignments that do not integrate to demonstrate a complete,
secure-by-design process specifically for medical devices. Addition-
ally, classical academic course curricula rarely engage regulatory
guidance or industry standards, as they perceived to be less foun-
dational for computer science; nevertheless, these concepts are key
to medical device security in the real-world. Further complicating
instruction, the guidance defines outcomes without prescribing
methods; for example, the FDA/MITRE threat-modeling playbook
outlines approaches but does not mandate a specific methodology
(e.g., STRIDE, PASTA, attack trees) [2]. The resulting flexibility
amplifies uncertainty and contributes to inconsistent practice.

Existing curricula primarily focus on general security, compli-
ance checklists, or academic research. Prior efforts often use medical
device cybersecurity as a case study to integrate research and edu-
cation, and not as the goal of the curriculum itself (e.g. [4]). To the
best of our knowledge, no prior work provides a hands-on medi-
cal device platform that demonstrates real-world complexity and
aligns with regulatory expectations and international standards,
including exercises for patient safety and cybersecurity risk man-
agement. We attribute the gap to system complexity and to the lack
of educational resources that demonstrate a valid, compliant, and
reproducible secure-by-design process. Moreover, we believe that
the lack of work in this space is emblematic of the difficulties of
designing and deploying medical device cybersecurity curricula.
Nevertheless, students entering the field are rarely prepared for the
cybersecurity work that medical devices require.

Contributions. With the above in mind, we develop a hands-

on platform for medical device security education. Unlike static

compliance checklists and narrow curricula, our platform provides

hands-on, reproducible medical device that aligns with regulatory

requirements, offering a foundation for classrooms, labs, profes-

sional training, and product development environments. Our con-

tributions are as follows:

e Open-source reference platform. A device-to-cloud stack repro-
ducible on commodity components in a lab environment.

o Secure-by-design workflow. An end-to-end defined process aligned
with prevailing standards (e.g., [1]) and FDA expectations.

o Regulatory evidence templates. Worksheets for cybersecurity risk
management that meet FDA expectations.

e [nitial pilot. First class using our platform and worksheets to
determine the effectiveness of our approach.
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Figure 1: Platform architecture. Note the integration of soft-
ware, hardware, and cloud components.

2 Design

Our course design aims to teach medical device cybersecurity in
a way that is actionable for quality, regulatory, cybersecurity, and
product development teams. We target advanced undergraduates
and graduate students in computer science, information security, or
related disciplines. We emphasize what makes medical devices dis-
tinct from general IoT—patient safety. Students should understand
that patient safety drives requirements, regulatory expectations,
and processes in both the pre- and postmarket phases. Concretely,
our platform has the following learning objectives:

o Interpret FDA expectations and relevant international standards
to derive safety-tied cybersecurity requirements.

Apply security-by-design across the device lifecycle.

Perform threat modeling and cybersecurity risk assessment.
Implement and verify cybersecurity controls.

Collaborate on third-party penetration testing to assess residual
risk and mitigation efficacy.

Our open-source platform offers a reproducible, device-to-cloud
tremor assessment workflow. A Raspberry Pi 5 acquires motion data
from accelerometer/gyroscope sensors over GPIO/I?C and runs a
minimal Buildroot-based OS hosting the application. Telemetry is
published via MQTT to a cross-platform console that validates and
persists records locally. When online, it synchronizes with AWS
DynamoDB and S3 for storage, Lambda for event processing, and
IAM for access control, supporting remote monitoring, reporting,
and configuration. Figure 1 shows the high-level architecture.

We pair the platform with structured worksheets that map FDA
premarket expectations to concrete evidence. Students use these
materials to produce threat models, trace matrices, and SBOMs. As
students iterate on the device, they translate safety-driven require-
ments into cybersecurity controls, implement and test those con-
trols, and make documented pre-/post-mitigation risk acceptance
decisions. The combined platform and worksheets thus operational-
ize secure-by-design in a hands-on, reproducible way that directly
supports the course goals outlined above.

3 Initial Pilot

We offered our first medical device cybersecurity course in Spring
2025 at Johns Hopkins University. The semester-long team project
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centered on the reference platform, with defined roles (product,
security, and regulatory), weekly sprints, and milestone check-ins
that required code and worksheets (e.g., PHA, threat model, SBOM)
for continuous evidence and timely feedback.

Teams built working prototypes on our platform, extending or
refactoring it with different sensors/clients/clouds as needed. Pa-
tient safety drove risk assessments and requirements; teams im-
plemented mitigations (e.g., TLS, signed updates) and mapped de-
liverables to FDA premarket expectations and relevant standards,
aligning hands-on work with the course objectives.

The platform proved technically feasible and educationally valu-
able: students practiced end-to-end secure-by-design and produced
artifacts that mirror regulatory submissions. However, we noted
that time demands varied — modifying the embedded components
was a bottleneck — so future iterations will add tighter rubrics
and optional fast paths (prebuilt images, mock sensors) to reduce
complexity overheads while still embracing security-by-design.

4 Conclusion

Our platform demonstrates concrete, regulatory-aligned cybersecu-
rity through an open-source, reproducible medical device platform.
By coupling a tangible prototype with structured documentation, it
transforms FDA expectations into an actionable, secure-by-design
process. As both a research reference and an educational testbed,
our platform lowers barriers for students, researchers, and practi-
tioners to engage with the realities of medical device cybersecurity
across the product lifecycle.

Future Work. We will continue developing our platform via:

o Educational evaluation. Deploying in classrooms and training set-
tings under an IRB-approved protocol; quantifying usability and
learning outcomes via pre/post assessments, validated surveys,
and rubric-based artifact review.

o Advanced ML integration. Incorporating real-time health analytics
according to the latest FDA ML/AI cybersecurity guidance.

o Community contributions. Open-sourcing our materials to solicit
feedback from researchers, manufacturers, and regulators.
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