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What is an SBOM?



What is an SBOM?

Software Bill of Materials

“… a formal, machine-readable inventory of software components and dependencies, 
information about those components, and their hierarchical relationships” [Framing 
Software Component Transparency: Establishing a Common Software Bill of Materials 
(SBOM)]

Why?

Provide traceability and visibility of the components used to build our ever increasing 
software stacks



SBOM Composition

NTIA Base Attributes

Author Name

Timestamp

Supplier Name

Component Name

Version String

Component Hash

Unique Identifier

Relationship

Level of Support

End-of-Support Date

CycloneDX

Developed and maintained by the OWASP 
Foundation

SPDX (Software Package Data Exchange)

Developed and maintained by the Linux 
Foundation

SWID (Software Identification) Tag

ISO-defined standard

Spreadsheets?

Formats









FDA Guidance

FD&C Guidance Section 524B (Consolidated Appropriations Act, 2023)

Calls out the need for a “software bill of materials”

Cybersecurity in Medical Devices: Quality System Considerations and Content of 
Premarket Submissions (June 2025)

Descriptive guidance, points to NTIA as the baseline

Goal: Identify risk in the premarket submission and use the SBOM for monitoring 
postmarket. 



Case Study
Methodology

Used a real medical device submitted to the FDA for review

The submission included full scope of components (extended SBOM)

SBOM Anonymization

Script to remove manufacturer information (deidentify)

Vulnerability Analysis

OWASP Dependency Track and manual research of hardware and OTS components



The Device
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Extended SBOM included 10 additional 
components — primarily embedded 
systems

EdgeRouter X with EdgeOS

Ubiquiti UniFi Access Point

One CVE found manually

Increased CVE identification by 21%

Results
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Discussion
OTS Components

Non-clinicial components can play a key role in functionality e.g. Ubiquiti Access Point

OTS Components are shipped and sold with the medical device

Treat OTS components as a system within a system-of-systems

Not considering OTS components does not change the risk



Software Derivatives

Forking and renaming of software 
creates an issue for traceability

FreeRTOS vs. OPENRTOS — license 
change but functionality equivalent*

Embedded SDKs fork open source 
software such as mbedtls

Nordic NRF SDK forks mbedtls with 
its own library mbedtls-nrf

Discussion

Need visibility to identify a vulnerability to determine exploitability



Wrapping Up
The Key Players

Industry: FDA compliance does not ensure complete cybersecurity 

Regulators: Recommend inclusion of OTS hardware components in submission 
guidelines.

Academics: A fragmented ecosystem, how can we better understand the landscape?

Healthcare Providers: Ask MDMs about a device’s required hardware or infrastructure 
and cybersecurity risk measures. 

Patients: Cybersecurity controls for medical devices impact real people.



Thank you! :)

Contact me!
Logan Kostick
lkostic1@jh.edu, LinkedIn, Bluesky
kostick.dev
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